Kernel
G Suite Backup

Troubleshooting Guide




‘Unauthorized Client Error’ in Kernel G
Suite Backup Tool

When the Kernel G Suite Backup tool finds that the client does not have the sufficient
authority to process the request, then the software gives an error:

| Error X

Error"unauthorized_client’, Description:"Chient is unauthorized to
retrieve access tokens using this method, or client not authorized for
any of the scopes requested.”, Un."™

Here is the complete process to overcome the error-

1. Login to Admin console of the G Suite account with the URL —
https://admin.google.com

© & https//admin.google.com e b 43

2. In the search bar, type API Controls and click it.
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https://admin.google.com/

3. Click the option ‘Manage Domain-wide delegation’ under Domain-wide
delegation.
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4. Choose the service account and click the Edit option.
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5. You need to fill the OAuth scopes field.

Edit scopes

O#uth scopes [comma-delimited)

CANCEL AUTHORISE

6. Come back to the G Suite Login page of the Kernel software and copy the URLs
in the help window.
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7. Paste all the selected URLs in a Notepad file as it will be easier to select them from
there.

i VE?-‘Unhtled - Notepad = o X
| File Edit Format View Help
!https://www.googleapis.com/auth/admin.directory.user.readonly
!https://www.googleapis.com/auth/drive.readonly
Ehttps://www.googleapis.com/auth/drive
‘https://www.googleapis.com/auth/admin.directory.user
'https://www.googleapis.com/auth/calendar
https://www.googleapis.com/auth/calendar.events
'https://www.googleapis.com/auth/calendar.events.readonly
'https://mail.google.com/

https://www.google.com/m8/feeds
https://www.googleapis.com/auth/contacts.readonly

Ln 10, Col 50 100%  Windows (CRLF)  UTF-8

8. Copy and paste the first API URL in the OAuth Scope field.

Edit scopes

A
/. googleapis.com/auth/admin.directory.user.readonly

CANCEL AUTHORISE




9. Perform the same copy & paste operation to include all the APl URLs in the OAuth
Scope field. Then click the Authorize button.

Edit scopes

https:.//mail.google.com/

) 4
https://www.google.com/m8/feeds
DALth soopes (comma-delimiled) }{

ps/www.googleapis.com/auth/contacts.readonly

CANCEL  AUTHORISE

10. A message appears at the bottom of the screen that the client is now updated with
10 scopes.

The DAuth client 116245133040271947519 is now updated with 10 scopes




11. Go back to the software window and copy the developer URL from the help

section.
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12. Open the developer console using the URL —

https://console.developers.google.com

© & https//console developers.google.com
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https://console.developers.google.com/

13. Under the APIs & Services section, click Credentials.

API APIs & Services

i  Dashboard

w  Library

o  Credentials

i Diuth consent screen
[ Domain werification

=6 Page usage agreaments

14. Select the service account from the list and click Manage Service Accounts.

Service Accounts Marage sorice sccount
0O ema Name
[ Lam gsevyicescooun cum sireshas P ]

15. Double-click on the service account.

Service accounts for project 'kernelTESTPIz do not delete’

A service account represents & Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps or systems running outside
Google. Leam more about saryice accousts

Organisation policies can be used 1o secure service accounts and block risky service account feastures, such as automatic IAM Grants, key crestion/upload
| or the creation of service accounts entirely. Learn more about service account organisation policies

= Filter mable o ]
O Email Status Name 4 Description Key 10 Actions
0O 22 kemeltesi@y - (V] kerneltest 9765bebe221d76d1021cc4  §
895519ce92d5b019732676]
lam.gserviceaccount com b1582bdB0bhId1 B602ar06:




16. Go to the Keys section and click Add Key. Then choose the Create new key option.

Keys

Add a new key pair or upload a public key certificate from an existing key pair, Please
note that public certificates need to be in RSA_XS09_PEM format.Learn more abou!
uplead key formats

ADD KEY ~
Create new key ,
Koy Koy croation date Koy expiry dote
Upload existing key 574 5106201076d1c21ccAle810242b3c1364a30 19 Jan 2021 1 Jan 10000 (]
(0] @Active  895519ce92d5061973a67676032e4a09ba296920a 19 Jan 2021 1 Jan 10000 [ ] “
(0] @ Active 51582bdB0fbbfd1860af06ehdb784944741d4a1d 19 Jan 2021 1 Jan 10000 [ ]

17. Select the second option of P 12 and click Create.

Create private key for 'kerneltest’

Downloads a file that contains the private key. Store the file securely becausea this key
icannol be recoverad if last.

Key type
() JSON

Recommended

® P12

For backward compatibility with code using the P12 format

CAMNCEL CREATE




18. Save the P 12 key. Click OK.

Opening kerneltestplz-do-not-delete-509d 1f6ec8fe.p12 *

You have chosen to open:

= kerneltestplz-do-not-delete-509d1f6ec8fe.p12

which is: p12 File (2.4 KB)
from: blob:

What should Firefox do with this file?
(O QOpen with | Browse...

@ Save File

OK Cancel

19. A new P 12 key is saved on the local computer. Click Close.

Private key saved to your computer

L kerneltest -509d1f6ecBle.p12 allows access to your cloud resources, so store it securely.Learmn more

This is the password for the private key. It will not be shown again. You must present
this password to use the private key.Learn more

Private key password
notasecret ]

CLOSE



20. Go to Service account details on the same page and copy the email address of the

service account.

Service account details

Mame

hernaltest| Jam.gserviceaccount.co

Service account status

Disabling your aceoen] allows you 10 preserve your policies without having (o delete 1

& Account currently active

21. Finally, come back to the G Suite Login page of the software and provide the Super
Administrator credentials, the selected service account, and the newly created P 12 key.
Then select the second option — List all mailboxes using above credentials. Then click the

button Get User Mailboxes.
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The software has successfully retrieved all the G Suite mailboxes without any error.




Contact Us

1-866-348-7872 Support@nucleustechnologies.com
Sales@nucleustechnologies.com
0-808-189-1438 Sales@nucleustechnologies.com

@J Talk to Product Specialist o o @ e
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