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Introduction

Congratulations, you have just downloaded Employee Desktop Live Viewer, the best tool to
monitor activities of many computers from one central location.

Employee Desktop Live Viewer software is very easy to use and is a complete solution to track
activities of computers remotely. It becomes the perfect solution for System Administrators,
Managers, Companies of large-medium-and small scale to track activities which could be
harmful to any organization.

This powerful tool helps you to track any computer on Network and provides complete
information of the activities performed by users. It provides two setup files, first the Viewer
setup and second, the Agent setup.

Viewer setup is installed on the Server computer which will monitor the computer activities and
the Agent setup will be installed on the remote target computer(s) for which monitoring has to
be performed. The Agent can be installed remotely (with administrative rights only) and
manually to the computer systems.

Employee Desktop Live Viewer also provides options to create Online and Offline recordings
where the activities can be recorded and saved to AVI files for future references. To promote
stealth or the invisible monitoring of target computer(s), we facilitate you with the options
whether or not to inform the users about the monitoring of their activities.

With Employee Desktop Live Viewer, you can be assured to have the most advanced, quick and
accurate, and reliable monitoring of user activities.
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Interactive Messages
To notify important information and instructions which provides additional help information, we

have used interactive messages illustrated through a set of symbols which will guide you to the
key information and settings:

Symbol Name Degription

Help Provides help information related to the action and
recommends options which can be performed to avoid any
unpleasant situation.

Information Provides information about the results of a command. It offers
no choice to the users.

Note Provides important points which need to be considered for the
proper execution of any action.

Warning Informs the user about a situation that may require a decision.

@©@@2=Q
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Minimum System Requirements

Employee Desktop Live Viewer software requires minimum system requirements to run which
are as follows:

Operating System: Windows Vista, Windows XP 64-bit/XP 32-bit, Windows NT/2000, Windows
98/ME.

RAM: 128 (256 recommended)
Disk Space: 100MB free disk space

Disk Space to Save the Recordings: Both the Server and Client computer(s) should have
500MB of free disk space to save the Online and Offline Recordings.

Employee Desktop Live Viewer will face difficulties in performing and saving

the Online and Offline recordings which are scheduled by the administrator, if the
Server and Client computer(s) do not meet the minimum disk space requirements.

It is recommended that administrators should use a spare hard disk of 50 GB to 60
GB to save the recordings performed with Employee Desktop Live Viewer. Software
utilizes more disk space to save the captured images.

Network Speed: Network Cable and Network Speed should be in very good condition.
Employee Desktop Live Viewer gathers entire information through Network. For this it needs
good configuration and working of the Network. If the Network requirements for the software
prove insufficient then the administrator can face the instances of disconnected mode, and
freeze screen.
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Install Viewer of Employee Desktop Live Viewer

This section covers the step to install Viewer on the Server computer.

It is as simple to install, as you install any other software setup on your computer. Here you
need to install the Employee Desktop Live Viewer Software Setup on the Server computer
which will be used to monitor target computer(s).

When you download Employee Desktop Live Viewer software setup file from our website, it
consists of two executable files: EmployeeDesktopLiveVieweAgentSetup.exe and
EmployeeDesktopLiveViewerSetup.exe.

The EmployeeDesktopLiveViewerSetup.exe is installed on Server computer and
EmployeeDesktopLiveVieweAgentSetup.exe is installed on remote target computer(s).

Install the Viewer of Employee Desktop Live Viewer

1. Double click the EmployeeDesktopLiveViewerSetup.exe icon.

2. Setup i Employee Desktop Live Viewer window will appear.

K] Setup - Employee Deskiop Live Viewer

Kernel Welcome to the Employee
Employee Desktop Desktop Live Yiewer Setup
Live Viewer wWizard

This will install Emplaves Deskkop Live Yiewer 11.01.01 an your
compuker,

1t is recommended that you close all other applications before
continuing.

Click. Mext ko conkinue, or Cancel ko exit Setup,

uext:b |[ Cancel

Click the Next button to continue with the installation.
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[K] Setup - Employee Desktop Live Viewer |Z||E|g|

License Agreement
Please read the Follmwing important information before continuing. Y
Ll

Flease read the following License Agreement, You must accept the terms of this
agreement before continuing wikth the installation,

icense Agreement s

Employee Deskiop Live Yiewer is Copyright © by Lepide Software Pyt Led,
all Rights Reserved

‘Your Agreement to this License

ou should carefully read the Following terms and conditions before using,

installing or distributing this software, unless you have a different license

agreement signed by Lepide Software Pyl Lid. bl

OI accept the agreement
(%11 do not accept the agreement

3. Accept the License Agreement by selecting | accept the agreement and click Next
button to continue.

fiet Setup - Employee Desktop Live Viewer E||E|E|
Select Additional Tazks
W'hich additional tazks should be performed’? Y
Ll

Select the additional tazks you would like Setup to perfarm while inztalling Employes

Dezktop Live Yiewer, then click Mest.

Additional icons:
‘Create a dezktop icon
[] Create a Quick Launch icon

[ < Back ” Mest » ][ Cancel ]

4. Select the Shortcut icons: Create a desktop icon or Create a Quick Launch icon and
click Next button to continue.
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et Setup - Employee Desktop Live Viewer E”E'E'
Ready to Install
Setup iz now ready to begin installing Employee Dezktop Live Yiewer on your
conputer. Z

Click Inztall bo continue with the ingtallation, or click Back if you want to review ar
change any settings.

Additional tasks:
Additional icons:
Create a desktop icon

[ < Back ]l Install |[ Cancel

5. Click the Install button to start the process of installing the Viewer.

o Setup - Employee Desktop Live Yiewer,

Installing
Fleaze wait while Setup installs Employee Deskbop Live Wiewer on vour computer.

t

Extracting files...
C:AProgram FileshEmplovee Dezktop Live Wiewer\EmplopeeD eskiopliveliewer. exe

After successfully installing the setup, the Setup wizard will display the following screen:
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K] Setup - Employee Deskiop Live Viewer

Kernel Completing the Employee Desktop
Employee Desktop Live Viewer Setup Wizard
Live Viewer

Setup has finished instaling Emploves Deskkop Live Yiewer on
wour computer, The application may be launched by selecting
the installed icons.

Click. Finish to exit Setup,

L aunch Employves Deskbop Live Yiewer!

=

6. Select Launch Employee Desktop Live Viewer to launch the Viewer. If you want to
launch the Viewer later then do not select this option.

7. Click Finish to complete the installation process.

The main window of Employee Desktop Live Viewer will get launched. You need to start with
Registration of Computer(s) from Network to start the process of monitoring.
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Introduction

The agent of Employee Desktop Live Viewer software is the medium between Server computer
and Target computer(s) that are selected for the monitoring of their activities. The agent
transfers required information to the Viewer which then displays those activities on its screen.

Employee Desktop Live Viewer provides two ways to install the Agent on target computer(s):
Remote Installation and Manual Installation.

Steps to install Agent with both options are discussed below.

Employee Desktop Live Viewer 13

Website: http://www.nucleustechnologies.com | Support Center: http://www.nucleustechnologies.@m/ supportdesk/




Installation Gude
Install Agent Remotely

This section covers the steps to install agent from Viewer on the remote target computer(s).

Before starting to install the agent of Employee Desktop Live Viewer remotely to the target
computers, the administrator must ensure that the Windows firewall and installed anti-virus are

turned Off. (View the section to configure the antivirus settings)

Launch Viewer of Employee Desktop Live Viewer on Server computer.

Register computers for monitoring. (it is mandatory)

On the Options menu, click Install Agent or click the Install Agent button from the
Getting Started Section of main window. The Install agent on registered computer(s)

dialog box will appear:

[K]| Install agent on registered computer(s) E|

Select the Computer(z] where you want to install the agent and click the Install button. Pleaze note that vou zhould

have admin rights to inztall the agent software remately on target computer(z).

[]5elect Al
Cormputer M arme P Address |ngtallation Status Darmain & Wwiarkgroup
[ ] ““MDRWEBR27- 192168.50.91 Mat Installed
WHDRWER 26- 192.168.50.88 Mat Installed
] “WNDRWEB23- 192.168.50.83 Mot Installed

G Yiew Help Contents [ |rztall l [ Cloze ]

4. The dialog box displays the list of Computer(s) from Network where Agent is not
installed with their IP address and Domain name. Select the Computer Name where

you want to install the Agent and click Install button.

The Server computer should have administrative privileges to access the
remote computer(s). Complete administrative rights are required to install the Agent
remotely to target computer(s) on Network.
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The information box will appear:

Employee Desktop Live Viewer X

\?{) ou are about ko install Agent to the remote Computer(s), Do you wank to continue?,

| Tes | [ Mo ]

5. Click Yes to continue with the agent installation and No to cancel. When you click Yes,
software displays the Login window:

Select the Computer(s] where wou want boinstall the agent and click the Install button. Pleaze note that you ghould
have admin rights toingtall the agent zoftware remately on target computer(s].

Select Al

Computer Ma

WWHDRWE
[] “\NDRWE

Enter User Mame : | |

Enter Pagzward : | i |

k. l [ Cancel

Getting Login Intarmation. Flease Wait...

(FERSRRRRREENNRRRRRRRRNARRRREEN AR RERNNRRSSNE N RRSNRE NN RRRRRERERE)

9 YWiew Help Contents Inztall

Type the User name and password of target computer that has been selected for remote
agent installation and click the OK button.

If the login details are correct then the software will display the success message for agent
installation.

If software faces difficulties in installing the agent setup, then the following message will be
displayed:
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Employee Deskiop Live Viewer D_<|

Cannot copy the MUAQenE. exe on YWMDRWEEST-
Installation of the Agent Failed, please check the Metwork connections and rekry,

This message requires check of the following:
. Login details of the target computer.
B Network connectivity

. Working of the target computer (Closed, Restarting)

The agent will successfully get installed to the remote target computer with the remote method
of agent installation.
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Install Agent Manually

Agent of Employee Desktop Live Viewer software can be installed to the target computers by
copying the agent setup file to the system drive and install the application by executing it
manually.

1. Copy the agent setup to a drive location on target computer:
2. Double-click the setup file. Setup installation screen will appear:

K] Setup - Employee Deskiop Live Viewer Agent

Kernel Welcome to the Employee
Employee Desktop Desktop Live Yiewer Agent Setup
Live Viewer wWizard

This will install Emplaves Deskkop Live Yiewer Agent 11.02,01
an waur compuker,

1t is recommended that you close all other applications before
continuing.

Click. Mext ko conkinue, or Cancel ko exit Setup,

Mext = |[ Cancel

3. Click the Next button to continue.
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(K] Setup - Employee Deskiop Live Viewer Agent E||E|E|

Ready to Install
Setup iz now ready to begin installing Employee Dezktop Live Yiewer Agent on
Your cormputer. A~

Click Inztall to continue with the ingtallation,

< Back ]l Install |[ Cancel ]

4. Click the Install button to continue. Software will start installing the agent.

5. Click the Finish button. The process of installing the agent is complete.

K] Setup - Employee Deskiop Live Viewer Agent

Kernel Completing the Employee Desktop
Employee Desktop Live Viewer Agent Setup Wizard
Live Viewer

Setup has finished instaling Enmployee Desktop Live Yiewer
Agent on your computer,

Click. Finish ko exit Setup,

Launch Emplovee Desktop Live Wiswer Sgent

=
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Activate Agent

Employee Desktop Live Viewer provides two EXE files for Agent that run in Task Manager of
the target computer: services.exe and svchost.exe. Both the EXE's should be in running state
on the target computer for successful monitoring.

To activate Agent
1. Double-click My Computer icon from the desktop.

2. Select the drive where Windows operating system is installed. (here we will select the
drive C)

3. Double-click the C drive and select the Windows folder. Double-click the selected folder
to view the folder contents.

Select and double-click the System32 folder to view its contents.
Find the folders: ZX_Ag and ZX_Wh.

Select and double-click the ZX_Ag folder to view the folder contents. It will contain two
items: KernelSettings folder and services.exe

7. Select and double-click services.exe. The Agent will get activated on the target
computer.

8. Similarly the svchost.exe can be activated from the ZX_Wh folder.
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Introduction

The agent of Employee Desktop Live Viewer needs to be included in the Exclusion list of the
Antivirus program being used in your Organization. Some of the antivirus programs might

conclude the agent as a spy ware or ad ware.

This section explains the steps to unblock the agent where antivirus programs Symantec Norton
and Kaspersky Internet Security are used. The steps to unblock agent on Windows firewall are

also illustrated.
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Windows Firewall

Windows firewall needs to be turned OFF or ON for the proper installation of the agent files on
target computer(s). If you select to enable the firewall then you need to include the agent files to
Exclusion list of Windows Firewall.

If the Windows Firewall is turned OFF /disabled then it is not required to include the agent files
to Exclusions list. Agent of Employee Desktop Live Viewer can be installed to the target
computer(s) with turned ON Windows firewall. Windows firewall if turned OFF may affect the
computer from other viruses and attacks.

Below mentioned are the steps to turn ON and OFF the Windows firewall and include the agent
files to Exclusions list for Windows operating systems:

B windows xP
. Windows Vista
. Windows 7

For Windows XP:

When Windows Firewall | [n N:
To unblock the agent

1. Run the Agent setup. As you start the installation, Windows firewall will alert you for this
action.

2. In Windows Security Alert window, click the Unblock button.

%= Windows Security Alert @

To help protect pour computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking thiz program’?

M arne; MUAgent
Publisher: Lepide Software Pt Lid

keep Blocking ] [ Unblock, ] [ Azk Me Later

YWindows Firewall has blocked thiz program from accepting connections from the
Internet ar a network. |F pou recognize the program or bruzt the publisher, you can
unblock. it. “When should | unblock a program?
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The NUAgent will get added to the Exceptions list of Windows Firewall:

= Windows Firewall

General | Exceptions | Advanced

Windows Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allows some programs
b wark, better buk might increase your securty righ.

Programs and Services:

Marme

& fgent
File and Printer Sharing
Google Talk

Microzaft Office Outlook
MU &gent

vl Hemote Agzsistance

[ Remote Desktop

O UPAP Framewark,

| addPogam.. | | addPat. ||  Edt. || Delete

Dizplay a notification when \Windows Firewall blocks a program

What are the risks of allowing excephions?

[ ak. ] [ Canicel

Alternatively, the Agent files can be added to the Exceptions list through the Add Pr o gr a mé
button.

To add the agent files to exclusion list

In the Windows Firewall window, click the Add Pr o g r ahbutéon.

2. Inthe Add a Program window click the Browse button and select the following paths
one by one:

%Windows%\System32\Zx_Ag\Services.exe
%Windows%\System32\Zx_Wh\Svchost.exe
3. Click OK to close the window.
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Turn OFF Windows Firewall:

To turn off Windows firewall
1. Click the Start button, and then click Control Panel.
2. In the Control Panel window, double-click Windows Firewall.

3. In the Windows Firewall window, select the option Off (not recommended) and click the
OK button to close the window.

The agent and agent files have been successfully unblocked and added to the Exclusions list of
the Windows firewall.

For Windows Vista:
When Windows Firewall | n N:

Below mentioned are the steps to install agent where Windows firewall is kept ON:
To unblock the agent

1. Run the Agent setup. As you start the installation, Windows firewall will alert you for this
action.

2. In User Account Control window, click the Allow option to allow the installation of
agent setup.

| User Account Control

|""?_y Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name: EmployeeDesktopliveViewerSetup exe
Publisher: Unknown
File origin: Hard drive on this computer

Program location: "Ci\Users\WinT\Desktop\Agent\EmployeeDeskiopLiveV
SSPAMMNWND=5602C0 /NOTIFYWND=59032E

. Yes | [ i []
Help me decide Change when these notifications appear

After this the agent setup will get installed to the target computer system. You need to include
the Agent files to exceptions list of the Windows firewall so that it will not block the agent from
functioning.

To add the agent files to exclusion list
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1. In Control Panel, click the Security option.

To open Security window, click Start, click Control Panel and then double-click the
Security option. In Security window, double-click Windows Firewall.

2. In the Windows Firewall window, click the option Allow a program through Windows
Firewall from the left panel.

3. Windows will ask your permission to change the Windows Firewall Settings. Click
Continue to provide the confirmation of your action.

In the Windows Firewall Settings window, select the Exceptions tab.

Click Add progr a méutton to add the agent files for exclusion. In the Add a
Program window browse and list the files from the following location:

%Windows%\System32\Zx_Ag\Services.exe
%Windows%\System32\Zx_Wh\Svchost.exe

The agent files will get added to the list. Click OK to close the window.

When Windows Firewall is turned OFF;

To turn off Windows firewall
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